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ABSTRACT
Steganography and Cryptography are two popular methods to sending information in a secrete way. Steganogaphy is
use to hide secrete message and Cryptography is use to encrypt the message before sending. In this paper, we
present a secure data hiding using encrypted secrete image. First, secrete image encrypted using AES algorithm.
Then, encrypted image hide into host image using chaotic map. This method based on the use of AES and chaotic
map. So our approach to increase the security of the embedding and extracting scheme.
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INTRODUCTION

With the rapid development of internet and
communication technology, protect transmitted
information becomes an important issue. To solve
these problems cryptography and steganography
methods are use to provide security and
confidentially of secrete data [1]. The main features
of a steganography system are to hide confidential
information in a digital host file. It aims not only to
protect the secrecy of a message but also to make it
undetectable.

In this paper, we focus on one particular aspect of
security, which is the transmission of hidden secrete
image in a host file. This area is very broad and
Multiple solutions have been designed and
implemented for several decades, based mainly on
cryptography and steganography [2]. The rest of this
paper is organized as follows: The Literature review
of steganography and cryptography are discussed in
section2. The proposed method is presented in
section3. Experimental analysis and discussion is
given in section 4. Finally, conclusion will be
presented in section 5.

MATERIALS AND METHODS
Steganography

Steganography is the art of hiding information in
such a way that hidden message in host is
undetectable. In Greek, ‘stego’ means ‘covered’ or
‘secret” and ‘graphy’ means to ‘write’ and therefore,
steganography becomes “covered or secret writing”.
The information to be hidden is embedded into the

cover object which can be a text matter, some image,
or some audio /video file in such a way that the very
existence of the message is undetected by
maintaining the appearance of the resulted object
exactly same as the original. The main goal of
steganography is to hide the fact that the message is
present in the transmission medium.

Cryptography

Cryptography scrambles a message so it cannot be
understood. Cryptography is the science of using
mathematics to encrypt and decrypt data.
Cryptography enables you to store sensitive
information or transmit it across insecure networks
(like the Internet) so that it cannot be read by anyone
except the intended recipient. While cryptography is
the science of securing data

Comparison of Steganography and Cryptography
Steganography and cryptography are closely related.
Cryptography scrambles messages so it can’t be
understood. Steganography on the other hand, hide
the message so there is no knowledge of the existence
of the message. With cryptography, comparison is
made between portions of the plaintext and portions
of the cipher text. In steganography, comparisons
may be made between the host image and cover
image. The end result in cryptography is the cipher
text, while the end result in steganography is the
cover image. The message in steganography may or
may not be encrypted. If it is encrypted, then a
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cryptanalysis technique is applied to extract the
message.

Combination of Steganography and
Cryptography

To provide more security in private communication
can combine Encryption and steganography.

Encrypted data is more difficult to understand. There
are several tools by which we can encrypt data before
hiding it in the chosen medium. In some situations,
sending an encrypted message will across Suspicion
while an invisible message will not do so. Both
methods can be combined to produce better
protection of the message. In case, when the
steganography fails and the message can be detected,
it is still of no use as it is encrypted using
cryptography techniques.

PROPOSED METHOD

Steganography and cryptography are two different
methods. One hides the existence of the message and
the other distorts the message itself.

There are many cryptography techniques available
such as AES, DES and RSA among them AES is one
of  the most powerful  techniques.[3].In
Steganography we have various techniques in
different domains like spatial domain, frequency
domain etc. to hide the message. For instance,
inserting data in spatial domain relatively simple in
frequency domain [4].

AES algorithm for Cryptography

This standard specifies the Rijndael algorithm [5], a
symmetric block cipher that can process data blocks
of 128 bits, using cipher keys with lengths of 128,
192, and 256 bits. The input, the output and the
cipher key for Rijndael are each bit sequences
containing 128, 192 or 256 bits with the constraint
that the input and output sequences have the same
length. In general the length of the input and output
sequences can be any of the three allowed values but
for the Advanced Encryption Standard (AES) the
only length allowed is 128][6].

Advantages of using AES algorithm

1. AES is more secure.

2. Reasonable Cost.

3. AES having high efficiency.

4. AES support larger key size.

5. Simplicity in design.

Chaos based Steganography

Chaos is a phenomenon related to non linear dynamic
system [7,8]. The chaos is characterized by many
properties as ergodicity, sensitivity to initial
conditions and parameters, random appearance.
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These properties make chaotic system a favorable
candidate for their use in secure application as data
hiding. Chaos can be applied in security scheme to
choose pixel that can be modified according to
method of insertion. There are many maps are use to
exhibit chaotic behavior such as Tent map, Gauss
map, Logistic map..... [8].Logistic map is one of the
simplest forms of a chaotic process.

One-Dimensional Chaotic maps

Logistic map is one dimensional chaotic map.
Logistic map is a sort of dynamical system that is
very simple and extensively studied. It is defined as
follows,

X = BX, (1_Xn )
, €(0,1There into,0 P54is

named bihrcate parameter and x E (0,1) . Definition is
idem.

Research on chaotic dynamical system shows that
Logistic maps stand in chaotic state when
3.5699456< Pl4. That is to say, sequence
{ x ,n=0,1,2,3;..} generated by Logistic maps with
initial  conditions xg is  nonperiodic  and
nonconvergent. It has extreme sensitive dependency
to initial conditions X0O.[9]

Here, 0 < p <4 X

Secure data hiding using encrypted secrete image
design by us.

The main aim of this paper is to introduce a secure
communication  system that employs both
cryptography and steganography to encrypt and
embed the secret message to be transmitted. In this
system, the encryption process is achieved using
AES, which presents a high speed and high level of
security. The embedding process is achieved using
chaos based steganography. The proposed system
consists of four stages as shown in Figure 1 and 2.
Note that the main stages are encryption, embedding,
extraction and decryption. The following algorithm
describes these stages.

Algorithm steps,

Stepl: Secrete image is encrypted using AES.

Step2: Implement embedding procedure using chaos
based logistic map.

Step3: Implement extraction procedure using chaos
based logistic map.

Step4: Decrypt extraction image using AES.

Step5: Recover secret image.
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Figure 2:

Proposed block diagram of Embedding Procedure

——

COVER
IMAGE

EXTFACTION
PROCEDURE
USING CHAOS

AES
ENCEXYPTED
IMAGE

AES
DECEYPTION
PROCESS

!

EECOVER
OFIGINAL
IMAGE

Proposed block diagram of Extracting Procedure

Figure 1: EXPERIMENTAL RESULTS AND
DISCUSSIONS
SECRETE To evaluate the performance of the proposed system
IMAGE in this paper, two host images such as Cameraman,
Lena, Peppers and Baboon are use. Here, embed a
l secrete encrypted image. In this paper, the image is
AES firstly encrypted, after that it is hidden in host image.
EESEEESHON Then, the hidden image is extracted and then
decrypted. This represents a hybrid system that
l combines  cryptographic and  steganographic
AES algorithms together to improve the security of the
ENCRYPTED information. This combination is tested using PSNR
IMAGE and MSE analysis.
The performance evaluation of steganography is
l depending on three parameters such as embedding
i capacity, MSE and PSNR.
i Performance evaluation parameters of steganography
HOST IMAGE * USING CHAOS The parameters under which the performance of the
Steganography Techniques is obtained are as
l follows:-
Embedding Capacity
COVER IMAGE It is the maximum size of the secret data that can be
embed in cover image without deteriorating the

integrity of the cover image. It can be represented in
bytes or Bit per Pixel (bpp).

Mean Square Error (MSE)
It is defined as the square of error between cover
image and stego-image. The distortion in the image
can be measured using MSE and is calculated using
following equation.

MSE=X ([f (i, ]) - F (i, J)]1 )*/ N

In this equation, cover image f (i, j) that contains N
by N pixels and a reconstructed or stego image F (i, j)
where F is reconstructed by decoding the encoded
version of f (i, j). The root mean squared error
(RMSE) is the square root of MSE. Some
formulations use N rather N2 in the denominator for
MSE.
RMSE= SQRT (MSE)

Peak Signal Noise Ratio (PSNR):

It is defined as the ratio of peak square value of

pixels by MSE. It is expressed in decibel. it measures

the statistical difference between the cover and stego-

image, is calculated using following Equation.
PSNR=10log10 (255/RMSE).

In the proposed method secrete image is encrypted
using AES as follows.
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In the proposed system secrete image is encrypted
using AES, then apply 1D logistic map on host image
after that embedding procedure is performing by
using chaos method. The experimental result is as
shown in figures 3and 4

Figure 3:
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Table 1. the results of steganography performance

parameter
Cover Secrete Number of | PSNR | MSE
image image bytes
embedded
Lena.bmp | Baby.bmp
(256x256) | (64x64) | 4096 | 131341 3744
Lady.bmp | Modi.bmp
(510x510) | (128x12g) | 16384 | 11.345 3084
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ADVANTAGES OF PROPOSED METHOD
1. Cryptography and steganography are combined
in order to increase the strength of the algorithm.
2. The proposed solution is highly secure because
of it’s a combination of two highly secured
techniques such as
a. AES is use for cryptography
b. 1D logistic map use for manipulation for
Steganography.
3. Simple, short, and effective private key used to
extract the secret message.

CONCLUSION

In this paper, we have introduced secure data hiding
using encrypted secrete image. Security is very
important for efficient communications.
Cryptography and steganography are two methods
use for of data security. In this proposed system
cryptography and steganography methods are
combined to give better Security to secret data. In
proposed scheme secret message is encrypted before
hiding it into the cover image which gives high
security to secret data. Advanced encryption standard
(AES) is used to encrypt secret image and 1D logistic
map is use to hide encrypted secret message into host
image.The present study is designed to combine the
features of both cryptography and steganography,
which will provide a higher level of security. The
main advantage of this Crypto/Stegno System is that,
the method used for encryption is AES, it is very
secure and the 1D logistic map is use for
Steganography techniques are very hard to detect.
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